Blackboard

Browser Autofill Inserts Username and Password in Fields that may Result in Undesired Changes

Date Published: Apr 16,2019 Category: Planned_First_Fix_Release:Will_Not_Fix; Product:Browsers_Learn; Version:SaaS Article No.: 000059696

Product: Blackboard Learn

Release: SaaS

Service Pack(s): SaaS

Description: Browser autofill inserts Username and password in fields that may result in undesired changes.

Steps to Replicate:

Start Chrome.

Change settings to Offer to Save Passwords.

Remove Blackboard page from lists in the Passwords settings module of Chrome.

Save and close settings.

Go to main Blackboard Login Page and log in.

If Chrome asks to save password, save it and log out, if not, log out. (Username and asterisk password should now be displayed in their fields)
Log in using those credentials.

Go To System Admin tab > Data Integration module > Student Information System Integrations page.

Context menu for an IMS LIS type integration > click Edit.
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Observed Behavior:
The password will now be in field "Shared Password" and your username will be in Batch Uid Prefix auto-filled in.

Note: You can even see your password if you click "Show Shared Password" under Shared Password.

Resolution/Workaround: Learn cannot override Browser features/behavior.

Target Release: Will Not Fix
Patch Available: No






